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Where We Are Today iQreatingan Informed,
EngagedSelfReliant,and ResilientPublic

A Increasing focus in many nations and regions in the last several years on
all-hazards regional and community resilience

A Recognition of the importance of infrastructure interdependencies and need
for coordination, collaboration, and informatiesharing across all levels of
government, sectors, and professional disciplines

A Growing focus on regional risk that takes into account bo
cyber and physical threats and disruptions

A Activities are underway by government to outreaad
involve stakeholders dhe individual, neighborhoodand
regional levels

A Calledwhole community resilienda the U.S.
(includes all levels of government, utilities, businesses; poofit
organizations, social service, community and fdn#sed groups,
schools, universities and colleges
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Where We Are Today iQreatingan Informed,
Engaged, SeRReliant and ResilienPublic, cont.

A There is increasing awareness that disaster resilience
requires resilient people who are prepared and
knowledgeable, and effective policies, procedures,
plans, tools, and services that:

A Meet the needs of individuals, families, children and
pregnant women, the elderly, economically
disadvantaged, and the disabled; faltased, ethnic and
cultural groups; and other types of community
institutions

A Assure people can deal economically and mentally
adversity and return to their communities and way of EEESINICE RA:SU8 S AeloNd .84
life after the event

Community Involvement

A Gain citizen participation in creating the inevitable :
GySge yY2NX¥It¢ YR GKSANI gAftftAy3IySaa o

A Provide supporting outreach, education, and training
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Where We Are Today iIQreating an Informed,
Engaged, SeRReliant and Resilient Public, cont.

A Need to better understand and sensitize government and ~ __
Industry leaders and the general public about the evolving al
expanding athazards threat environment .

A Natural disasters of increasing frequency and intensity

A Climate change challeng®glooding from coastal surge and
rising sealevels, drought and rising temperatures that threatv
agricultureproduction, and spreasf insectrelatedand other |
diseases

A Unexpectedechnologicablisasters and IT system disruptions
exacerbated by the growing complexity and consequent fragility
of the systems that run our infrastructuaesl essentiadervices

A Increasingly sophisticatemyber attack®n critical infrastructures
and deliberate threats, including remote attack by unmanned
aerial vehicles (UAV) thatan carry virtually any type of weapon
that carbe launched or dropped
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Theoverall challenge is how to translate the focus on
regional and community resilience intaction

We are only at thebeginning of an ongoing journey
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Where We Areloday in the U.S. on Resilience

A In the U.S., resilience is now a top national priority and a growing focus by
emergency management and public health in larger metropolitan areas
and many states

A Regional cyber security is just emerging as a key element of resilience as well

A Federalagencies are focusing @trategizingissuing new policy directives
and guidance, updating existing policies, and ways to meassikgence

In bringing to general public attention the scope o

disasters and other events and the consequences g&as

A Hurricane Sandy, which devastated the New Jerse :‘(;;“E;;(EE'“

and New York coastal areas, has had a particularly FF 07 i T
strong influence ’/'.'/li) On Rt

Hurricane Sandy flooding in New Jersey
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Where We Are Today in thg.S., cont.

There have been numerolsssons learned conferenceworkshops,
and exercisegenerated by Sandy

Currently a strong focus in national, state, and |latishster resilience
planning and proceduresn:

A Improved response actions (evacuations, mass care, temporary housing,
medical surge, etc.)

A Disaster supply chains

A Firstlevel infrastructure interdependencies

A Social media alert and warning and informatisimaring capabilities
A Incorporation of businesses in local and state emergency centers
A Catastrophic disaster recovery

A GlISbased mapping of critical infrastructure and development of situational
awareness capabilities

A Public health and healthcare resilience
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Where We Are Today in the U.8gnt.

A At-risk individuals and neighborhoodesiliencewith training for human
service groups provided by community public service organizations.
Examples of organizations include

A CitizenCorps

A Communityand Neighborhood Emergen&esponse Teams
A MedicalReserve Corps

A Volunteer Organizations Active in Disasters

A Red Cross

A International Critical Incident Stress Foundation

A SalvationArmy | A al 7
A Collaborating Agencies Responding to Disaster (CARD) COMMUNITY EMERGENCY

RESPONSE TEAM

A Creation of, or using existing publigrivate partnershipsto focus on
building regional and community resilience or preparedness for a
particular sector
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Where We Are Today in the U.8gnt.
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\
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A In the U.S.there aremanyof thesecollaborative . / tor
groups atthe multi-state, state county,and local :éﬁfﬁ';’f;j‘m
levels, chiefly in the larger metropolitan areas B o) TinoetaE

N
( O ony
we should g

? \'\\\1\\\“

AMay be established by a state or local government,
private sector, or nosprofit organization/association

*
* [k & * k

A All have unique characteristics based on the regions L iy

they serve and interests of the member organizations THE INFRASTRUCT RE
SECURITY PARTNERSHIP

A Can be focused on a particular topic, sector, or
discipline, be regional or communifgcused, or Eé

REGIONAL CONSORTIUM
COORDINATING COUNCIL

have a national or international membership
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Where We Are Today in the U.S., cont.

A Some examples difroad resiliencdfocusedpartnerships in the
U.S. athe regional, state, multstate levels include:

A PugetSound Partnership and broader Pacific Northwest
Partnershipfor Regional Infrastructure Security and
Resilience (five states/five provinces and territories)

A All-Hazard<Consortium (nine Mightlantic state$

A SoutheasEmergency Response Network
(11 Southern states)

A SoutheaswWisconsin Homeland Security Partnerst
A Safeguard lowa Partnership

A New Jersey Business Force

A State PartnershitJtah

A Alaska Partnership for Infrastructure Protectio
A ReadySanDiego Busingdiance

A New Orleans Emergency Preparedness Partnership

Puget Sound
Partnership for

MY JARSEY, e
BUSINESSIEORE EbSe

~a
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Where We Are Today in the U.&ont.

A Some training courses and dine guides and toolsets have been developed
focusing on resilience or particular elements of resilience for the broad
stakeholder community, specific sectors or user communities by federal
agencies (e.g., the Federal Emergency Management Agency and Centers fol
Disease Control and Prevention), local governments, aneonofnts

A Two examples of unique capabilities are:

A TheLegislative Energy Horizémstitute designed
to educate state legislators cgnergyinfrastructure [ Legislative Energy.Horizon Institute

NorthWestEconomidRegion, the Nationalonference
of StateLegislatures, Universitf Idaho,andthe
U.S.Department ofEnergy

A The Infrastructure Security Partnersiegional Disaster Resilience Guide
2011 edition(www.TISP.org)
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Moving Beyond Where We Are to Where We Need to-GC
The Challenges

A At the same time, progress on regional and community resilience
Is oftentwo steps forward and one step back

A Informationsharing challenges continue to impede
Identification and assessment of cyber and physical
iInterdependencies necessary for security, preparedne:
and postdisaster priorityrestoration of lifelines and
other critical infrastructure assets

A Lack of an effective regionask assessmergpproach
and associatedecision support capabilities that can be
usedat the locallevel to make informed security and
resilience investment choices

BAY AREA CENTER ror
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The Challenges, cont.

A Institutional, bureaucratic, and culturallosexist that in many cases
reinforce each other

A Cybersecurity, physical security, and resilience remain

separate disciplinegultures, and missions from the
nationalto locallevels

A The situationis often similar with public health,
emergencymanagement, and lawnforcement

A Most practitioners and leaders who focus on emergencies still do not
understand resilience and what it requires, or that broad stakeholder
engagement and empowerment are necessary

A Many are not comfortable incorporating civilians into preparedness
planning, response, and recovery
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Some Actions to Take

A Proactive action to foster collaboration and coordination across
sectors, jurisdictions, and professional disciplingsough regional
planning and training activities, such as workshops, tabletop
exercises, and other training that promotes building relationships
and building trust

A As part of these activitiesindertake collaborative E%%m \
ResilienceAction Planningnitiatives s a2
A Work with stakeholders to develop and operational&ze @é @';{Z
resilienceactionplan, convening them talentify &7 £
capabilities preparednesgaps,and actions that can B D

fix the gaps

A Thisprocesscan be accomplished at theeighborhood
community,or regionallevels
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Some Actions tdake, cont.

The MulttStep Regional Resilience Action Planning Process

1.

|dentify keystakeholders and convene a Planning Grotifhose interestedthat
representwhole community

. Conduct one or moreducational seminars aworkshops to explore resilience

challenges and identiffpcusareas and priority issues

. Conduct a gapnalysis anassessment of current resilience needs and existing

capabilities

Develop an initial draft Action Plan outline which will serve as a strategy framework

5. With the Planning Group, develop and condactegional tabletop exercise

. Hold a postexercise Action Planning Workshop to examine the outcomes of the

preceding activitieandidentify priority actions

. Produce a stakeholderoordinated Action Plan of resilience improvement activities

. Develop arongoing communityor regional resilience implementation strategy that

includes lead and partner organizatiomsd setsup work groups to determine
projectrequirements,milestones, and sources afsistance

U BAY AREA CENTER rox 15
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Actions to Take, cont.

A For individuals and families

A A welldesigned public education campaign
with preparedness and other relevant
information disseminated through diverse
sources customized (in formats and language
appropriate) for different audiences

A Training and engagement of Community
and Neighborhood Emergency Response
Teams and other community and social
service groups that can actively work with
communities on disaster response and recovery

e = T

B8 888 sames sssss AEEES 48 89

A Neighborhood or broader community exercises
and drills to identifyresilience gaps and ways to
make improvements

) BAY AREA CENTER ror
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Actions to Take, cont.

A For AtRisk Populations

A ldentify and locate vulnerable populations before an emergency and the social
service providers that support them

A Be able to track these individuals during and after the event

A Assess the needs of respective diverseisi
populations and individuals and incorporate
this information into emergency management
and public health plans

A Develop and implement education and training
opportunities, including tabletop exercises and
drills that involve representatives from public
safety, local public health, health care, and
service providers

A Foster collaborative relationships among practitioners that serwését
individuals

E " BAY AREA CENTER ror
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Actions toTake, cont.

A Practice enlightened facilitationwhich is critical to building regional and
community resilience

A Requires an organization or individual that can:

A Serve as an impartial convener of diverse stakeholders and
as an operator behinthe scenes to mediate competing

oals and agendas e
J J faclhtatmn;w; umunuuestmns S

t K issugs
A Assisiin establishingvork groups to develop requirements safespuntaneuuslu“""'r‘g"g’nﬁ?ntﬂﬁlttlﬁﬁ'flzsﬁ'ﬁml‘

for activitiesand provide basic administrative and IoglstlcE""Uhleﬂeﬁ?}'?e@p!mtl’us listen mnose(0’=

. media, actmnsghan G ZBMreanngl e
support services 'ﬂ““igg;ﬂ,ﬂﬂ,‘{g},'}]%tmn il 7 =

. . e . .. : " “”nemsmnsurchestratmn i
A Helpin identifying potential implementation resources
grantsand other financial resources, expertise, and tools
andtechnologies that can betilized

A Provide a trusted, collaborative environment for stakeholders to share
information
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Actions toTake, cont.

A Establish ongoing regional and community resilience collaborations

A Create, or leverage existing pubfidvate partnerships
coalitions, or consortiums to provide ongoing progress
towards resilience -

A Mechanismmaybe formal with a governance structure,
or informal with membership open to interested key
stakeholderorganizations and no defined organizational
structure

A Many government and business organizations for legal or
ethicalreasons are not able to join in formal agreements
with governancesystems

A Provide guidance, but let stakeholders determine the focus and outcomes

BAY AREA CENTER ror
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Actionsto Take, cont.

A Beginbuildinga Culture ofResilience

T

A Seek supporfrom a few keygovernment, utility, "SAVE THE DATE
and business leaders and include local emergency DNIVERSITY WORKSHOD
. MARCH 20-22, 2013
management publichealth,and other key agency oG IGATON A RESIENCE
officials with disastepreparedness missionand e
major businesses in theommunity D s T e

A Resilience should be put in terms the average citizen
can understand and reflect regional and community

threats, Concerns, and interests ~8TH ANNUAL SAN MATEO COUNTY~
) DISASTER
A Universitiesand collegeganprovide valuable support PREPAREDNESS DAY
_ . . ~ Is YoUurR FAMILY READY?
through providing expertise or venues for meetings ‘ st pamasie
andevents ATURDAY JuneE 9, 2012

10AM - ZPM SAN M\r[o CounTY EVENT CENTER,
DELAWARE ST., SAN MATEO

A Start education on resilience with children who are

beginning school and for students through high
school

0 BAY AREA CENTER ror 20
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Actionsto Take, cont.

A Outreach to Electe®fficials

A Encourage understanding and appreciation of disaster resilience
among elected officials at all levels

A Involving political decisiemakers will be
essential for resourcing resilience and to
make informed decisions on policy and,
in times of disasters, operational decisions
for recovery and restoration

A Conduct exercises and seminars specifically (il
targeted to their needs and interests

0 BAY AREA CENTER ror 21
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Actions to Take, cont.

A Maintain momentumandsustainability

A Find the resources necessary from government and the
private sector; seek and use volunteer resources

A Criticalto the success of regional and community disaster
resilience are national governments that will need to N *
provide the technical expertise, seed money, and in certain
cases ofarge-scalemitigation projects, substantial

‘u
iInvestment for resilience activities :

A May require developing therganizationabtructuresand o
programs to do this that can supplement traditional state
and local funding mechanisms andhich can pootesources —
from diverse (government, business, aoither) sources

Vi
-

A Seek resilience champions and leaders

A Look for and recruit people wheelfselectthemselves to be
part of resilience activities

BAY AREA CENTER ror
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Actions toAvoid That Can Impede Resilience Progress

A Thinking that developing resilience is too big a challenge to undertake

A. SAYy3 O2yOSNYSR I 062 dzia uIIEIéSNyCH\ Shdy” 20N ¢
(a particular worry with government officiats G§Qa 3ISHGaGAyYy3I (2
that is important

A Looking at broad stakeholder community
| athein versuslza government and civiliarns
resilience is a partnership activity

A Putting government goals above stakeholder
Interests individuals and diverse organizations
participate in resilience activities based on
perceived gain

A If they do not have a stake in the activity, they will not participate

« - BAY AREA CENTER ror
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Actions toAvoid, cont.

A Believinghat forward progress towards resilience will be continued without
government involvement and encouragement

A Expectinghe public to take care of themselves in a
disasterwhere housing and/or infrastructurare
devastatedand basic services disrupted for more
thana few days

A Believingthat resilience can happen without funding
technicalexpertise, and other resources, and a
means ofsustaining and promotingrogress

A Recreating the proverbial wheekhere are many excellent capabilities
plans, procedures, technologies, training tools, etc., that can be customized

BAY AREA CENTER sox o
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Actions to Avoid, cont.

Aat dzGdAy 3 (G0KS OloNdito dee2meBicsioK S K 2 NBA S
regional and community resilience, because

A Requires the ability to integrate risk across diverse organizations and
sectors

Al yQlil R2 0SSOl dzévé vétﬁdeétdmmgﬁwrﬁitf & KI @S f
communityresilience requires Y R R2y Qi Yy 26
what optimal resilience means for individuals,
organizations, communities or regions

A Lack standards and guidelines

A Infrastructure interdependencies are only at best
understoodat superficial levels, as are human
behavioralissues duringmergencies

A Best approach for now is to gauge progress by
the actions taken to address identified gaps and
Improve resilience

WU BAY AREA CENTER ron
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In Sum

A We are only beginning on the road to disaster resilience

A There is much good work underway in many countries th: i
IS laying the foundation for future progress and can be sh ~

llllllllllllllll

A Building resilience requires: -
A Engaging the broad stakeholder community
A Strong facilitation skills m (e
A Selfidentified publicprivate sector leadership and collaboratic:

A Vision and innovative approaches that take into account cultural, political, societal,
and organizational interests

A Stakeholder empowerment and validated outcomes

A Creating a resilient public through
A Identifying individuals, groups, and-ask populations, and their needs, including the social
service and other providers that assist them

A Providing these individuals and groups customized awareness, training and assistance in
disasters and other events

A Devising ways to effectively assess regional risk and investing in improving the
resilience of the people and interdependent infrastructures that underpin our
communities and regions

BAY AREA CENTER ror
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For Further Information

! REGIONAL DISASTER RESILIENCE

Paula L. Scalingi, Ph.D.

Executive Director, Bay Area Center for Regional Disaster Resilience
6200 Stoneridge Mall Rd, Suite 300

Pleasanton, CA45883705

Ph: 9253996229

Cell 9256833101

Fax: 925736-8197

email: pscalingi@BayAreaCRDR.org
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